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Abstract

There are a number of importfant trace flags that
should be implemented in most production
environments, yet many DBAs think that trace flags
should only be used for testing purposes (or fo "show
off" at conferences) and that they are not supported.
Nofthing could be further from the fruth! Take trace
flag 4199, for example (and yes, it's probably worth
your while reading KB974006 to understand what
frace flag 4199 does!).

In this session, Victor will present the important trace
flags that all DBAs should know, what they do, when
to iImplement them, and how best to implement them
in a production environment.
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Speaker

Victor Isakov is a Database Architect and trainer x  Microsoft
who provides consulting and training services to MVP A SACe G
various organizations in the public, private, and Professional
NGO sectors globally.

He regularly speaks atf international conferences . ,
such as Microsoft Tech-Ed, SQL Connections, PASS ~ Micresoft
Summit, and SQL Code Camp. CERTIFIED

He has authored a number of books on SQL Server Architect
and worked with Microsoft to develop the SQL

Server exams and certification. Microsoft
In 2007, Victor was invited by Microsoft to aftend CERTIFIED
the “SQL Ranger” program in Redmond, WA. Master
Corfwsequenlﬂy;, he vggs onbe Sr)k]: me 12;5} IT ,

professionals to achieve bo e Microso . :
Certified Master: SQL Server and Microsoft c“!’cﬁfﬂfg
Certified Architect: SQL Server certifications i
globally. (When it actually meant something! ©) Trainer
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Speaker
Julie Koesmarno is a Senior SQL ﬂ"fﬁfgfg
Server Developer and @ IT Professional
Development DBA. ]

: Microsoft
She i1s an MCITP and has been CERTIFIED
working with SQL Server for nearly a  "6topd
decade.

She has worked on very large 24/7
online systems where overl10 million
records are processed in a day.
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Agenda

What is a Trace Flag
Caveats

* |Implementing Trace Flags
« PROD Trace Flags

« DEV / UAT Trace Flags
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What is a Trace Flag

« Affrace flagis a directive used to “set specific
server characteristics or to switch off a particular
behaviour”

o Startup

 Enabled at different scope:
« Global
« Session
« Documentation sources:
« BOL
« KB arficles / Service Pack & Cumulative Update “readme’s
«  White papers
« Blogs / user groups / “water cooler”
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Caveat Emptor

Make sure you understand what a trace flag does

« Recommended to test in DEV / UAT environment first
Microsoft seems to be saying that trace flags are only
supported if they are “documented”
“Documented’:

« BOL

« KB articles

White papers

« Service Pack and Cumulative Update “readme’s

“WARNING: These trace flags should be used under the guidancs
of Microsoft SQL Server support. They are used in this post for

discussion purposes only and may not be supported in future
versions.”
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Controlling Trace Flags

« DBCC TRACEON

Use -1 to turn on trace flag globally

- DBCC TRACEOFF
« DBCC TRACESTATUS

« -Tstartup flag

« Sometime frace flags seem to do “nothing”
DBCC TRACEON (3604)

Send output to console

DBCC TRACEON (3605)
Send output to ERRORLOG
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Implementing Trace Flags

* Microsoft says that you should do it by
modifying the registry
Use —-T# separated by semi-colon (;)

hitp://msdn.microsoft.com/en-
us/library/ms345416.0spx

« SQL Server Configuration Manager
« Registry Editor
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Implementing Trace Flags:
SQL Configuration Manager

-

SOL Server (SQL2008R2) Properties

(2] = ]

[ Log On | Senvice | FILESTREAM | Advanced

Dump Directory

Error Reporting

File Version

Install Path

Instance ID

Language

Registry Root

Running under 64 bit 05
Service Pack Level

S0L States

Startup Parameters
Stock Keeping Unit ID
Stock Keeping Unit Mame
Version

Virtual Server Name

ChProgram Files\Microsoft 5QL =
Mo

2009,100,2500.0

chProgram Files\Microsoft SQL o

MS5QLI0_50.5CL2005R2

1033

Software\Microsoft\Microsoft 5

Mo

1

2053 £

-dCh\Program FiIes'\Micmsnﬂﬂ

-dC\Program Files\Microsoft SQL Server "

WWSSQLI0_50.5QL2008R2\MSSQL\DATAYmaster. mdf; -eC:\Program Files
“Microsoft SQL Server\MS5QL10_50,5QL2008R2\MS5QL\ Lo g\ ERRORLOG; -
IChProgram Files\Microsoft SQL Server\MS5QL10_50.5QL2008R2\MS50L
\DATAVmastlog.ldf;-T1222;-T4199

Startup Parameters

Parameters used by SQL Server at service startup

ok [ Corost ] (o] [_vop ]
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Implementing Trace Flags:
REGEDT32

|| File Edit Wiew Favorites Help

| a- 4 Microsoft SQL Server Mame Type Data
D Ji 100 3_'_’}‘([} REG 57 (value not set)
. 20 E_P]SQLArgﬂ REG_5Z -dC:\Program Files\Microsoft SQL Server\MS50QL10_50,.5QL2008R2\MSSQLADATA  master.mdf
b - ;HM tionM B E_P]SQLArgl REG_SZ -eC\Program Files\Microsoft SQL Server\M55QL10_530.5QL2008R2\MSSQL\Logh\ERRORLOG
|> : In;;:"m:zge > ﬂsqwgz REG_SZ -IC:\Program Files\Microsoft SQL Server\MSSQL10_50.5QL2008RZ\MSSQL\DAT Al mastlog.ldf
o -} MSAS10_50.5QL2008R2 2/SQLArg3 REG SZ -T1222
o : MSRsm__su.snguuaﬂz aB|SQLArgd REGSZ -T4199
a- . MS50Q110_50.50Q2008R2
| Clusterstate
- 1. ConfigurationState
-}l CPE
i» - Ju M35earch
4.}, MSSQLServer
. CurrentVersion
) Filestream
i ) Parameters
5| SuperSocketMetLib
I~ . Providers

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\M55QL10_50.5QL2008R2\MSSQLServerParameters

DBA-309
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Implementing Trace Flags:
ERRORLOG

Select logs
7| Database Mail

[¥]Cumrent - 8/09/2011
[C] Archive #1 - 8/09/20 =
[T] Archive #2 - 8/09/20
[T Archive #3 - 8/09/20
[T] Archive #4 - 5/09/20
[ Archive #5 - 11/08/2

[ Archive #6 - 11/08/2 7
m 3

Status
Last Refresh:
8/09/2011 10:56:51 PM

Fitter: None

T Miew fitter settings

Progress

@ Done (62 records).

Date

o ol e o v el

8/09/2011 10:56:24 PM
8/09/2011 10:56:24 PM
8/09/2011 10:56:24 PM
8/09/2011 10:56:24 PM
8/09/2011 10:56:24 PM
87092011 10:56:24 PM
8/09/2011 10:56:24 FM

-
[ Load Log f Export [2]Refresh °F Filter... @ Search.. [ Help
= [7]5QL Server il Log file summary: Mo fiter applied

Source
Server
Server
Server
Server
Server
Server
Server

Message
lsing dynamic lock allocation. Initial allocation of 2500 Lock blocks and 5000 Lock
Using locked pages for buffer pool.

Detected 4 CPUs. Thiz iz an informational message; no user action is required.
S0L Server is starting at nommal priorty base (=7). This is an informational message ¢

Registry startup parameters:  -d C:\Program Files‘\Microsoft SQL Server\M55QL1(—,

This instance of SQL Server last reported using a process 1D of 5128 at 8/09/2011 L
Logging SQL Server messages in file 'C:\Program Files“Microsoft SQL Server'\MSS( —

4]

LI

Selected row details:
2/09/2011 10:56:24 PM

Date
Log

Source

Message

SQL Server (Curert - 8/09/2011 10:56:00 PM)

Server

Reqistry startup parameters:

-d C:\Program Files'\Microsoft SQL Server\MSSQL10_50.5GL2008R2\MS5SQL\DATA \master. mdf
< C:\Program Files'\Microsoft SQL Server\MS55GL10_5%0.5GL2008R2\MS5GL\Log ERRORLOG

Proergm Files\Microsoft SQL Server\MSSQL10_50.5Q12008R2\MSSQL\DAT A\mastiog Icf
T1222
T4199
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Implementing Trace Flags:
Victor's Alternative

 Create a stored procedure in the MASTER
database that enables various trace flags

 Mark the above stored procedure as to
‘autostart’

sp _procoption [ @ProcName = ] 'procedure'
[ @OptionName = ] 'option' ,
[ @OptionValue = ] 'value'

4

EXEC sp procoption 'EnableTraceFlags',
'autostart',

'"TRUE'

DBA-309 | Important Trace Flags That Every DBA Should Know
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Implementing Trace Flags:
master.dbo.EnableTraceFlags

1o

—-— Comp
-— Purp
-— Note

-— Bugs
-— Vers
-— Hist

A3

~—-—DECC

—-—DECC
—-—DECC
-—DECC
-—-DECC
F—-—-DECC

£ DBCC TRACECH

£ DECC TRACECH

T3E [mwaster]

Victor Isakow

E CREATE PROC [dbo] . [EnableTraceF lags]
f—] -— Luthor
any : 30L Server Solutions

(http://uww. sglserversolutions. com. su)

ose : Enable glohal trace flags upon 30L 3erver startup.

] i Need to execute sp procoption to enable thiz stored procedure to autoexecute whenewver
30L 3erver instahce sStarts:

EXEC sp procoption 'dbo.EnsbleTraceFlags', 'startup', 'true!

None
ion : 1.0
ory : DATE

11/04/2011 Version 1.0 released.

TRACECN

TRACECN
TRACECN
TERACECN
TRACECN
TRACECN

(4199,

f1zzz,

(1204,

{2525,
(3004,
{3205,
(3226,
{3502,

-1):

-1):

-11:

Enable Query Cptimiser fihes (http://support . microsoft. com/ Ko/ 974006)
Write deadlocks to errorlog [(BOL)
WMrite deadlocks to errorlog (BOL)

Dizabhles parallel checking of objects by DECC CHECEDE,

Dizable hardware compression for tape drivers ([(BOL)

Writeshisable hardware compression for tape drivers [(BOL)

Suppress successfiul backup operations kbeing written to ERRORLOG [(BOL)
Writez CHECEPOINT information to ERRORLOG

DBA-309
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Implementing Trace Flags:
ERRORLOG

Log File Yiewer - DEETRAKSCL

Selectlogs
[ Database bai
= |¥|SOL Server
[ Current - 2/09/2011 3:00:00 PM ‘
[ srchive #1 - 8/09/2011 8:56:00 P
[ srchive #2 - 16/08/2011 11:52:00 P
[ srchive #3 - 27072011 11:36:00 P
[[srchive #4 - 27072011 21800 PM -
Status

o

Last Refresh:
8/09/2011 10:09:40 P

Filter: Maone

T Wiew filter settings

E=E (e %=
[ Load Log il Export (2] Refresh T Filter .. & Search.. [Help
Log file gummany: Mo filker applied
Drate Source Meszage -
2 27/08/2011 11:25:09 P i j
B 270642071 11:25:09 PM gpid22:  DBCC TRACEOM 1222, zerver procesz [D [SPID] 22, This iz an infar
2 270642011 11:25:09 PR zpid??s  DBCC execution completed. [F DBCC printed eror meszages, contact
i 270642011 11:25:09 P spid22:  DBCC TRACEOM 4199, server process (D [SPID] 22, Thiz iz an infon
B 2706420171 11:25:09 PM zpidBs Launched ztartup procedure ‘EnableTraceFlags'.
i 270642011 11:25:09 P zpidds ﬁecwer_u i& complete. This is an informational meszage only. Mo uger .
270642071 11:25:09 PM #pidBs Recovery is witing a checkpoint in database 'medb’ [4). This is aninfo
i 270642011 11:25:09 PM zpid?0s  CHECKDE for databaze 'DEBTRAK. finizshed without errors on 2011 -IIIIEl_I
i 270642011 11:25:08 P zpid21s  Recovery ig wiiting a checkpoint in databaze 'DEEBTRAE' [B). Thiziza =
1| 1] | 3

Selected row detailz:

P [ ate 2706420171 17:25:06 P -

gress Log SOL Server [Archive #6 - 27/06/2011 11:30:00 PM) -

/ Dione [988 records]. E
@ Source SEmer

hMezzage -

DBA-309 | Important Trace Flags That Every DBA Should Know 16




Implementing Trace Flags:
Startup Trace Flags

« Don’'t forget that not all trace flags can be
enabled using DBCC TRACEON

DECC TRACECH (833)

1| 1

L:g Messages

Ignoring trace flag 835. It i3 either an invalid trace flag or a trace

flag that can only be specified during server startup.

DEBCC execution completed. If DBCC printed error messages, contact your
aystem administrator.

DBA-309 | Important Trace Flags That Every DBA Should Know 17



PROD Trace Flags

« The following set of trace flags represent trace
flags that you might want to implement in a
PROD environment

« Change default behavior of the product
« Improved performance
Improved troubleshooting

 Generdlly “documented”
« Generally “low risk” ©

«  Might want to consider enabling them on your
“standard build”

 Please don’t sue us if something goes wrong!
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Trace Flag 610

« Trace flag 610 controls minimally logged inserts
INfo iIndexed tables

« Allows for high volume data loading
« Lessinformation is written to the transaction log
« Transaction log file size can be greatly reduced

e [Introducedin SQL Server 2008
«  “Very fussy”
Documented:

 Data Loading Performance Guide white paper

e Nttp://msdn.microsoft.com/en-
us/library/dd4250/70(v=sal.100).aspx

DBA-309 | Important Trace Flags That Every DBA Should Know 19
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Trace Flag 834

Trace flag 834 allows SQL Server 2005 to use large-page
olloclct’rions for the memory that is allocated for the buffer
pool.

May prevent the server from starting if memory is fragmented and if
large pages cannot be allocated

«  Best suited for servers that are dedicated to SQL Server 2005
« Page size varies depending on the hardware platform
«  Page size varies from 2 MB to 16 MB.
Improves performance by increasing the efficiency of the
translation look-aside buffer (TLB) in the CPU
Only applies to 64-bit architecture
Startup
Documented: KBY20093

Now automatic:
. Enterprise / Developer Edition
« YLock Pagesin Memory” privilege
« >=8GBRAM

DBA-309 | Important Trace Flags That Every DBA Should Know 20
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Trace Flag 835

Trace flag 835 enables “Lock Pages in Memory”
support for SQL Server Standard Edition

Enables SQL Server to use AWE APIs for buffer pool
allocation

 Avoids potential performance issues due to trimming
working set

e hitp://msdn.microsoft.com/en-us/library/ms187499.aspx

Infroduced in:

 SQL Server 2005 Service pack 3 Cumulative Update 4
« SQL Server 2008 Service Pack 1 Cumulative Update 2

Only applies to 64-bit architecture
Startup
Documented: KBY/00/0
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Trace Flag 835:
Example

o i i o o v o i o o i i oo v e i i et i e B g e

23/06/20171 3:56:33 PM
23/06/2011 8:56:38 PM
23/06/2011 3:56:38 PM
23/06/2011 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/2011 8:56:38 PM
23/06/2011 3:56:38 PM
23/06/2011 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/20171 3:56:38 PM
23/06/2011 8:56:37 PM
23/06/20171 3:56:37 PM
2306420171 3:56:37 PM
2306420171 3:56:37 PM
23/06/20171 3:56:37 PM
23/06/20171 3:56:37 PM
23/06/2011 8:56:37 PM
23/06/2011 8:56:37 PM
23/06/20171 3:56:37 PM
2306420171 3:56:37 PM
23/06/20171 3:56:37 PM
23/06/20171 3:56:37 PM

pidl2s
zpidds
apidds
zpidJz
zpidds
zpidds
zpidds
zpidds
apidds
zpidJz
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

Starting up databage ‘model’.

The rezource databaze build version iz 10501777, Thiz iz an informational meszage only. Mo user action iz required.

Starting up database 'masqlaystemresaurce’

SOL Trace 1D 1 waz started by login "'za"

FILESTREAM: effective level = 0, configured level = 0, file spstem access share name = 'MS50LSERVER'

SOL Server Audit has started the audits. Thiz iz an infarmational meszage. Mo uger action iz reguired.

SOL Server Audit iz starting the auditz. Thiz iz an informational mezzage. Mo uger action iz required.

Rezource govemnor reconfiguration succeeded.

Recoveny iz witing a checkpaint in databasze 'master’ [1). Thiz is an infarmational message only. Mo uzer achon s required.

Starting up database 'master’.

Mode configuration: node 1; CPU mask: 0x000000000000000f:0 Active CPU mask: 0x000000000000000F0. Thiz meszage provides a description of the MUK
Mode configuration: node 0 CPU mask: 0200000000000000(0:0 Active CPU mazk: 0x00000000000000f0:0. Thiz mezsage provides a description of the MUk
|Jzing dynamic lock allocation. Initial allocation of 2600 Lock blocks and 5000 Lock Owner blocks per node. Thig iz an informational meszage only, Mo uzer

Cannot uze Large Page Extenzions: lock memony privilege waz not granted.

Detected 8 CPUz. This iz an informational message; no user action is required.

SOL Server iz starting at normal prionity base (=7). This iz an informational message only. Mo user achion iz reguired.

Registry startup parameters: -d D:AMSSOL10_B0MSSOLSERVERWMSSAL\DATAVmazster.mdf -2 D:AMSSOLI0_50MSSOLSERVERWMSSHL\LogERR
Thig instance of SAL Server lazt reported using a process [D of 1012 at 23/06/2017 8:56:24 PM [local] 23/06/2017 10:56:24 AM [UTC]. This iz an informatio
Logging SOL Server mezzages in file 'D:AMSS0OL10_BOMSSOLSERVERYMS SO oghERRORLOG"

Authentication mode i MEEED.

Syztem Manufacturer: 'Cizco Syatemsz Inc’, Syatem Model 'MW20-BEE25-1"

Server process D iz 552

All rights reserved.

(] Microzoft Corporation.

Microzoft SOL Server 2008 B2 (RTM] - 10501777 .0 (<B4] Apr 8 2011 14:16:38  Copyright [2) Microzoft Corporation Enterprize Edition [B4-bit] on windo
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Trace Flag 835:
Exomple

1370772011 11:18:26 PM spid7s FILESTREAM: effective level = 1, configured level = 1, file system access share name = "SQLZ00E8RZ".

1370772011 11:18:26 FM spid s SQL Server Audit has started the audits. This is an informational message. Mo user action is required. <{39B75A24-0837-4CEC-AFDF-BS60027AEDTES...
1370772011 11:18:26 FM spid7s SQL Server Audit is starting the audits. This is an informational message. Mo user action is required.

1370772011 11:18:26 PM spid7s Resource govemor recorfiguration succeeded.

1370772011 11:18:26 PM spid7s Recovery is writing a checkpoint in database ‘master” (1). This is an informational message onby. Mo user action is required.

1370772011 11:18:26 FM spid s Starting up database ‘master’.

1370772011 11:18:26 FM Server Mode configuration: node 0: CPU mask: Ge000000000000000F:0 Active CPU mask: aD00000000000000 0. This message provides a description of t...
1370772011 11:18:26 PM Server pe—beimg-tyramie-esk-alisation—leitiaatesstiqn of 2500 Lock blocks and 5000 Lock Owner blocks per node. This is an informational message onby. M.
1370772011 111826 PM Server 10208 MB of large page memory allocated.
1370772011 11:18:26 FM Server |Jging large pages for buffer pool.
1370772011 11:18:26 FM Server Large Page Alocated 32MB.

1370772011 11:18:26 PM Server Large Page Granularty: 2057152
1370772011 111826 PM Server Large Page Extensions enabled.
1370772011 11:18:26 FM Server |Using locked pages for buffer pool.
1370772011 11:18:26 FM Server ettt =TTt sage ; no user action is required.

1370772011 11:18:26 PM Server S0L Server is starting at nomal priorty base (=7). This is an informational message only. Mo user action is required.

1370772011 111826 PM Server Registry startup parameters:  -d C:%Program Files'Microsoft SGL ServerMSSQL10_50.5QL2008RZ2\WMSSQLNDATANmastermdf - C:\Program File...
1370772011 11:18:26 FM Server  This instance of SGL Server last reported using a process [D of 1588 at 1370772011 11:18:03 PM Jocal) 1370772011 1:18:03 PM (UTC). This is aninf...
1370772011 11:18:26 FM Server Logaing SQL Server messages in file 'T:\Program Fles\Microsoft SGL ServerMS5GLT10 50 SQL2008RZ\MSS5AL\LoghERRORLOG".

130720011 11:18: 26 PM - Server  Authentication mode is WINDOWS-0OMLY.

13072011 111826 FM - Server System Manufacturer: "SAMSUNG ELECTRONICS CO., LTD., System Model: "S0X3A"

1370772011 11:18:26 FM Server  Server process |0 is 1600.

1370772011 11:18:26 FM Server All rights reserved.

1370772011 11:18:26 PM Server () Microsoft Corparation.

1370772011 111826 PM Server Microsoft SGL Server 2008 R2 (RTM) - 10.50.16717.0 (¢64)  Apr 22 2011 15:23:43 Copyright (c) Microsoft Corporation  Developer Edition (64-bit) o...

ot o o e o e e e v e B e e e v e v e o e e e g e
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Trace Flag 1118

« Trace flag 1118 directs SQL Server to allocate full
extents to each tempdb objects (instead of mixed
extents)

« Less contention on internal structures such as SGAM pages
« Story has improved in subsequent releases of SQL
Server
« Sorepresents a “*edge case”

Scope: Globdal

Documented: KB328551, KB?346185

«  Working with tempdb in SQL Server 2005 white paper

e« Nhitp://www.microsoft.com/technet/prodtechnol/sal/2005/wor
kKingwithtempdb.mspx.

DBA-309 | Important Trace Flags That Every DBA Should Know 24


http://support.microsoft.com/kb/328551
http://support.microsoft.com/kb/936185
http://www.microsoft.com/technet/prodtechnol/sql/2005/workingwithtempdb.mspx
http://www.microsoft.com/technet/prodtechnol/sql/2005/workingwithtempdb.mspx

Trace Flag 1204

« Trace flag 1204 writes information about
deadlocks to the ERRORLOG in a "text
format”

Resources
Types of locks

« Command affected
« Scope: Globdal
« Documented: BOL
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Trace Flag 1204
Example

Xp readerrorlog

|_j5-§ Results

Z2011-09-08 18:35:04.050 spidbhc IDBCC TRACECH 1204J server process ID (S5PID) 5&. This is an informational message only; no user action is reg
Z2011-0%-08 18:35:2B8.5%30 spide&s Deadlock encountered .... Printing deadlock information

Z2011-0%-08 18:35:2B8.5%30 spide&s Wait-for graph

2011-05%-08 18:35:28_530 spidés NULL

2011-05%-08 18:35:28_530 spidés Node:-1

2011-05-08 18:35:2Z8.5%0 spidses RID: 2:1:118:0 CleanCnt:Z Mode:X Flags: 0x3

2011-0%-08 18:35:28.5%0 spid&s Grant List 3:

2011-0%-08 18:35:28.5%0 spid&s Cwner:0x00000000801723040 Mode: X Flg:0x40 Ref:0 Life:02000000 SPID:5% ECID:0 HactLockInfo: 0x00000
2011-09-08 18:35:28.590 spidés ECID: 0 Statement Type: UPDATE Line £: 3

Z2011-09%-08 18:35:2ZB8.5%0 spides Input Buf: Language Ewvent: BEGIN TRAN

UPDATE tZ set ci = 20
UPDATE tl set ci = 20

Z2011-09-08 18:35:2B8.5%90 spide&s Reguested by:

Z2011-09-08 18:35:2ZB.5%90 spidé&s BesType:LockOwner Stype: "OR'Hdes:0x00000000B72C1350 Mode: U SPID:56 BatchID:0 ECID:0 TaskProxy: (0x00000000
2011-03-08 18:35:Z8_530 spidés NULL

2011-03-08 18:35:Z8_530 spidés Node:-Z

2011-05-08 18:35:2Z8.5%0 spidses BID: 2:1:114:0 CleanCnt:Z Mode:X Flags: 0x3

2011-05%-08 18:35:28_530 spidés Grant List 3:

2011-0%-08 18:35:28.5%0 spidsas Cwner:0x000000008016FCCO Mode: X Flg:0x40 Ref:0 Life:02000000 SPID:5& ECID:0 HactLockInfo: 0x00000
2011-05-08 18:35:28.530 spidés ECID: 0 Statement Type: UPDATE Line §: 1

2011-05-08 18:35:2Z8.55%0 spideés Input Buf: Language Ewvent: |UFDATE tZ set ci = 10

Z2011-09%-08 18:35:2ZB8.5%0 spides FReguested by:

Z2011-09%-08 18:35:2ZB8.5%0 spides ResType:LockOwner Stype: "OR'Hdes:0x00000000B77Z21350 Mode: U SPILD:53% BatchID:0 ECID:0 TaskProxy: (0x00000000
2011-0%-08 18:35:Z8.600 spidés NULL

2011-09-08 18:35:28.600 spidés | Victim Besource Cwner:|

Z2011-09-08 18:35:28.600 spideés ResType:LockOwner Stype: 'OR'Xdes:0x00000000872C15350 Mode: U SPID:5& BatchID:0 ECID:0 TaskProxy: (0x000000008

DBA-309 | Important Trace Flags That Every DBA Should Know 26



Trace Flag 1222

« Trace flag 1222 writes information about

deadlocks to the ERRORLOG in a “XML
format”

« Scope: Globdal
« Documented: BOL
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Trace Flag 1222.
Example

®xp readerrorlog

|_i:-§ Results

Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08
Z011-03-08

18:41:45.870
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770
18:42:36.770

spidse

spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss
spidiss

I DBCC TRACECN 1222,' server process ID (S5PID) 5&. This is an informational message only; no user action is re
deadlock-list
deadlock victianrncesséed?UEl

process—list

process id=processd4edV08 taskpriority=0 logused=2Z08 waitresource=RID: 2:1:118:0 waittime=1333 ownerId=T732Z
executicnStack

frame procname=adhoc line=1 stmtstart=l¢ sglhandle=0x0Z000000Zb0db52d3dack74732ckhd5E8teccfbcZad082431

UPDATE [tZ] set [ci] = @1

= oo line=l sglhandle=0x020000007bl£511£76e6f80£d35b35000ed71e323808£42aF
UPDATE tZ set ci = 10

inputbuf
UPDATE tZ set ci = 10
process id=processd4ed048 taskpriority=0 logused=2Z08 waitresource=RID:

2:1:114:0 waittime=1leed cwnerld=73
executicnStack
frame procname=adhoc line=1 stmtstart=l¢ sglhandle=0x0Z00000081033435c01fcld03£f8E£034Zebadbab75eic3ialb
UFDATE [tl] set [ci] = @1

= oc line=l aglhandle=0x020000007d003d02c£03053558eb46aad73fbE8E38L£04blas3s
UPDATE tl set ci = 20

inputbuf
UPDATE tl set ci = Z0
resgurce-list
ridlock fileid=l pageid=118 dbid=Z cbjectname=tempdb.dbo.tZ id=1lock8012Z300 mode=X associatedObjectId=Z73
cwner—list

owner id=processded048 mode=X
waiter-list
waliter id=process4ed708 mode=U reguestIype=wailt
ridlock fileid=1 pageid=114 dbid=Z cbjectname=tempdb_dbo.tl id=lockB80120380 mode=K asscociastedObjectId=Z&e
cwner—list
owner id=processded?08 mode=X
waiter-list
waliter id=process4ed048 mode=U reguestIype=wailt
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Trace Flag 1211

Trace flag 1211 disables lock escalation based on
memory pressure or number of locks

Pa’lr(obase engine will not escalate row or page locks to table
ocks

Scope: Global | Session
Documented: BOL
Trace flag 1211 takes precedence over 1224

Microsoft recommends using 1224

Trace flag 1211 prevents escalation in every case, even under
memaory pressure

. Helps avoid "out-of-locks" errors when many locks are being used.
Can generate excessive number of locks

. Can slow performance

. Cause 1204 errors
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Trace Flag 1224

« Trace flag 1224 disables lock escalation based
on the number of locks

« Memory pressure can still trigger lock
escalation

« Database engine will escalate row or page
locks to table locks

« 40% of memory available for locking
sp_configure ‘locks’
Non-AWE memory

« Scope: Global | Session
« Documented: BOL
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Trace Flag 2528

« Trace flag 2528 disables parallel checking of
objects during DBCC CHECKDB, DBCC
CHECKFILEGROUP and DBCC CHECKTABLE.

« Scope: Global | Local
« Documented: BOL

« Typically leave parallel DBCC checks enabled

DBCC operations can dynamically change their
degree of parallelism

 Alternatives:
MAXDOP option
Resource Governor
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Trace Flag 3226

« Trace flag 3226 prevents successful back
operations from being logged

« By default SQL Server logs every successful
oackup operation to the ERRORLOG and
the System event log

* Frequent backup operations can cause log
files fo grow and make finding other
messages harder

e Documented: BOL
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Trace Flag 4199 /* IMPORTANT */

Trace flag 4199 enables all the fixes that were previously
made for the query processor under many trace flags
Policy:

« Any hoftfix that could potentially affect the execution plan of

a query must be controlled by a trace flag
Except for fixes to bugs that can cause incorrect results or corruption

« Helps avoid unexpected changes to the execution plan

Which means that virtually everyone is not necessarily
running SQL Server with all the latest query processor
fixes enabled

« Scope: Session | Global
« Documented: KB?/4006
« Consider enabling for “virgin” SQL Server deployments?

*  Microsoft are strongly advising not to enable this tfrace
flag unless you are affected
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http://support.microsoft.com/kb/974006

DEV / UAT Trace Flags

« The following set of trace flags represent
trace flags that you might want to
Implement in a DEV / UAT environment

« Might impact your PROD environment
Adversely!
Help develop / tfroubleshoot / learn
« Orto troubleshoot / verity something in

PROD environment

Generally “low risker” but not something your would want to
have permanently enabled

« Generally not “documented”
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Trace Flag 806

« Trace Flag 806 enables DBCC audit checks to
be performed on pages to test for logical

consistency problems.

- These checks try to detect when a read operation from a disk
does not experience any errors but the read operation returns

data that is not valid.
« Pages will be audited every time that they are read from disk

 Page auditing can affect performance and
should only be used in systems where data
stability Is In question.

« Documented: KB841//6

« "“SQL Server I/O Basics, Chapter 2" white paper
o http://technet.microsoft.com/en-au/library/cc?17726.aspx
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Trace Flag 818

« “Trace flag 818 enables an in-memory ring
buffer that is used for tracking the last 2,048
successful write operations that are performed
by the computer running SQL Server, not
Including sort and workfile [/Os”

« Use to further diagnose operating system,
driver, or hardware problems causing lost write
conditions or stale read conditions

* May see data integrity-related error messages
such as errors 605, 823, 3448.

e Documented: KB8246433
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http://support.microsoft.com/kb/826433

Trace Flag 3422

« Trace Flag 3422 enables log record audifing

- "Troubleshoofing a system that is experiencing
problems with log file corruption may be easier
using the additional log record audits this frace
flag provides”

« “Use this trace flag with caution as it infroduces
overhead to each fransaction log record”

« Similarly to frace flag 806, you would only use
this fo froubleshoot corruption problems

« Documented:

“SQL Server I/O Basics, Chapter 2" white paper
o http://technet.microsoft.com/en-au/library/cc?17726.aspx
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Trace Flag 1200

« Trace flag 1200 returns locking information
IN real-time as your query executes

« Use during development / testing phase

« Great for learning how SQL Server
Implements locking
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Trace Flag 1806

« Trace flag 1806 explicitly disables instant file
initialization
« SQL Server will zero initialize files
«  Obviously not same as DOD-compliant secure clearing /
sanitizing standard (and other country standards)
« Used to guarantee the physical data file space
acquisition during data file creation or expansion,
on a thin provisioned subsystem

« Documented: “SQL Server |/O Basics, Chapter 2"
white paper
e htip://technet.microsoft.com/en-au/library/cc?17726.aspx
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Trace Flag 3004

LBCC TRACECN
CRERATE DATABALSE DB;
EXEC =p_readerrorlog;

Trace Flag 3004 returns more information
about instant file initialization

Can be used to ensure that SQL Server has
been configured to take advantage of IF
correctly

(3004,

3605,

4|

1

L:g Results

Z2011-05-08
2011-03-08
Z2011-05-08
2011-03-08
2011-05-08
Z2011-05-08
2011-03-08
Z2011-05-08

21:13:25.840
21:13:25.840
21:-13:25_880
21:13:25.870
21:-13:25_5950
21:13:25.380
21:13:25.380
21:-13:25_980

spids3
apids3
apid53
spid53
apid53
spid53
apids3
spid53

DBCC TRACEOM 2004, server process ID (S5PID) 53. This is an informational message only; no user action is
DBCC TRACEON 3605, server process ID (SPID) 53. This is an informational message only; no user action is
Zercing C:\Program Files\Microsoft SQL Server\MSSQL10_ 50_S5SQLZO00SRZ\MSSQLADATANWDBE3 log.LDF from page 0 to
Zeroing completed on C:h\Program Files\Microsoft SQL Serwver\MSSQL10_50.5QLZ00BRZVMSSQLADRTAA\DBZ2 log.LDF
Starting up database "DB3'._

FixupLogTail (progress) zercing C:\Program Files'Microseoft SQL Server\MSSQL10_ 50.5QLZ008RZ\MSSQLA\DATAWDBI_

Zercing C:\Program Files\Micreoscft S5QL Server\MSSQL10_ 50.5QLZ008RZ\MSSQLMNDATANDEZ log.LDF from page 3 to
Zeroing completed on C:\Program Files‘\Microsoft SQL Server\M5SQL10_50_.SQLZ008RZYWMS5SQLADATA\DE3_ log.LDF

DBA-309 | Important Trace Flags That Every DBA Should Know

required.
required.
7Z {(0x0 to

log.LDF £fr
32 (0xe000

40



Trace Flag 3014

« Trace Flag 3014 returns more information to
the ERRORLOG about BACKUP

« Backup activity
« Restore activity

 File creation

DBCC TRACEON
BACKUF DATRBALSE DB TO DISK

(3014,

3605,

EXEC =p_readerrorlog;

C:\DE.bak":

4|

1]

LJB-} Results

2011-03-08
2011-053-08
2011-03-08
2011-03-08
2011-05%-08
2011-03-08
2011-03-08
2011-05%-08
2011-03-08
2011-03-08
2011-03-08
2011-03-08
2011-03-08
2011-03-08
2011-053-08
2011-03-08
2011-03-08

DBA-309

RIORIORIRIOR ORI R RD R R RD R RD R R R R
e I I -
T T T D O T T T T
RIORI ORI RIR ORI R R R RI R BRI R R R
[ R R A R R A R I A AR U T AR

:05.850
:05.8580
=05.850
:05.850
:05.8580
=05.850
:05.880
:05.880
:05.880
:05.880
:05.880
:05.880
-05_880
:05.880
:05.890

3pids3
Ipid5s3
Ipids3
Ipids3
spid5s3
Ipids3
Ipids3
spid5s3
spid53
Ipids3
3pids3
spid53
Ipids3
3pids3
Ipid5s3
Ipids3
Backup

DBCC TRACECM 3014, server process ID (SPID) 53. This
DRCC TRACECOMN 3605, server process ID (SPID) 53. This
Calculating expected total data to write

Fid(l) ExpectedExt(Z2) DiffMaplccurate(0)

Total (1441732)

Calculating expected total data to write

Fid(l) ExpectedExt(Z2) DiffMaplccurate(0)

Total (1441732)

BackupStream(0) : Starting MSDR of size 2ZZ extents
Calculating expected total data to write

Fid(l) ExpectedExt(ZZ) DiffMaplccurate(0)

Total (1441732)

Backup: MediaWriter is expecting completiocn
BackupStream(0): Total MS5DA: 22 extents

Backuplog: Family(0) StreamSize=0x10000

BackupLog: Family(0) StreamSize=0x0

Database backed up. Database: DB, creaticn date (time
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Trace Flag 3502

« Trace Flag 3502 writes information about
CHECKPOINTs to the ERRORLOG

DECC TRRACECH (3502, -1):
CHECEPCOIMNT ;
EXEC =sp readerrorlog:
' m
=]
L,_;; Results
2011-0%-08 21:05:0%.030 spid5s3 CBCC TRACECHN 3502, server process ID (SPID) 53. This is an informatiomal message only;
2011-0%-08 21:05:09.030 spidh3 Ckpt dbid 1 started (8)
2011-05%-08 21:05:09.030 3pids3 bout to log Checkpoint begin.
2011-05%-08 Z21:05:09.030 spidhs3 Ckpt dbid 1 phase 1 ended (8)
Z2011-05%-08 21:05:09.030 spidh3 Lbout to log Checkpoint end.
2011-05%-08 21:05:09.030 spid53 Ckpt dbid 1 complete

DBA-309
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Traceflag 3505

« Seftting frace flag 3505 disables automatic
checkpoints.

« Setting tfrace flag 3505 may increase recovery tfime
and can prevent log space reuse until the next
checkpoint is issued.

 Make sure to issue manual checkpoints on all
read/write databases at appropriate time intervals
« “For high availability systems, such as clusters,
Microsoft recommends that you do not
change the recovery interval because it may
affect data safety and availability. ”

« Documented: KB8154364
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http://support.microsoft.com/kb/815436

Summary

 Make sure you understand and / or test trace
flags before deploying them in PROD
environments

- Decide upon a standard set of frace flags that
you Will enable as part of your “standard build”

]Ic?ecide upon a standard way of deploying trace
ags

 Make sure you read up on trace flag 4199
 There are alot more trace flags “out there”

« What | am planning to do in October 2011 is to
blog about a different frace flag every day
WwWw.Victorisakov.com
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Q & A

Questions?
Email victor@sglserversolutions.com.au
Blog www.victorisakov.com
Twitter @victorisakov
LinkedIn www . linkedin.com/in/victorisakov
Website www.sglserversolutions.com.au
Certification MVP Mjftr&suf:;f{e !JER TIFIE DR cﬁ!’fﬁfﬂfs CMER TIF LE o’
i essional Architect Master Trainer
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Complete the Evaluation Form
to Win!

Win a Dell Mini Netbook — every day — just for handing
in your completed form. Each session evaluation form
represents a chance to win.

Pick up your evaluation form:
* In each presentation room

: i ) Sponsored by Dell
« Online on the PASS Summit website

Drop off your completed form:

« Near the exit of each presentation room
« At the Registration desk

* Online on the PASS Summit welbsite
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